
UY BAN NHAN DAN 
TINH SON LA 

S6:y/>/(7/QD-UBND 

CONG HOA XA HOI CHU NGHIA VIET NAM 
Doc lap - Tu- do - Hanh phuc 

San La, ngay thdngOd nam 2018 

QUYET DINH 
Ve viec phe duyet Ke hoach thue djch vu cong nghe thong tin: 

He thong an ninh mang 

C H U T I C H U Y BAN NHAN DAN T I N H 

Can cij Luat To chuc chinh quyen dia phuong nam 2015; Luat Cong 
nghe thong tin nam 2006; Luat Ngan sach Nha nuoc nam 2015; Luat Dau 
thau nam 2013; 

Can cu Nghi dinh s6 102/2009/ND-CP ngay 06/11/2009 ciia Chinh 
phii ve quan ly dau tu ung dung cong nghe thong tin su dung nguon von 
ngan sach nha nuoc; Nghi dinh so 63/2014/ND-CP ngay 26/6/2014 Chinh phu 
quy dinh chi tiet thi hanh mot so dieu ciia Luat Dau thau ve lira chon nha thau; 

Can cu Quyet dinh so 80/2014/QD-TTg, ngay 30/12/2014 ciia Thii tudng 
Chinh phii ve viec quy dinh thi diem ve thue dich vu cong nghe thong tin trong 
CO quan nha nude; 

Xet dh nghi ciia Sd Thong tin va Truyen thong tai Td trinh so 68/TTr-
STTTT ngay 15/01/2018, 

QUYET DINH: 

Dieu I . Phe duyet Ke hoach thue dich vu cong nghe thong tin: He thong 
an ninh mang (c6 ke hoach chi tiet kern theo). 

•A 9 A r , A / ^ ^ 

Dieu 2. Uy quyen Giam doc Sd Thong tin va Truyen thong phoi hop vdi 
cac CO quan, dcm vi lien quan thue hien theo quy dinh ciia phap luat hien hanh. 

Dieu 3. Chanh Van phdng Uy ban nhan dan tinh, Giam doc cac Sd, 
nganh: Sd Thong tin va Truy6n thong, Sd Tai chinh, Sd Ke hoach va Dau tu; 
Giam doc Kho bac Nha nude tinh; Chu tich Uy ban nhan dan cac huyen, thanh 
pho; Thii trudng cac nganh, co quan, don vi lien quan chiu trach nhiem thi hanh 
Quyet dinh nay./. 

Noi nhan:JS^ 
- Thucmg true Tinh uy (b/c); 
- Thucmg true HDND tinh (b/c); 
- Chii tich UBND tinh; 
- Cac d/c Pho Chii tich UBND tinh; 
- VP Tinh uy, HDND tinh; 
- Nhu Digu 2, 3 (t/h); 
- Cac so, ban, nganh; UBND huyen/tp; 
- TT Thong tin tinh; 
- Luu: Y T , VX(2). NQ, 33 ban. 

'Van Thuy 

KT. CHU TICH 
PHO CHU TICH 





UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM 
TiNH SON LA Doc lap - Ty do - Hanh phuc 

K E HOACH 
Thue dich vu cong nghe thong tin: He thong an ninh mang 

(kern theo Quyet dinh s6: 'mO /QD-Ub'nD ngay yf8/01/2018 

cua Chu tich Uy ban nhdn ddn tinh Son La) 

w 

I. Hien trang he thong may chu va co sd du- lieu 
1. He thong may chu, co sd dir lieu cua cac co quan hanh chinh 
- Hien tai toan tinh co 57 may chu va co sd du lieu dang dat tai cac co 

quan dang, cac sd, ban, nganh, doan the tinh va uy ban nhan dan cac huyen, 
thanh pho. 

- Cac CO quan dang co cac co sd du lieu quan ly dang vien, quan ly cong 
van di den; thu dien tu va mot sd ung dung tren nen Lotus Note (cac co sd du 
lieu va ung dung hoat dong trong mang noi bo cua Dang khdng boat dong tren 
mang Internet). 

- Cac CO quan hanh chinh nha nude cd cac co sd du lieu tai nguyen va 
mdi trudng, co sd du lieu dat dai; du lieu quan ly giay phep lai xe; du lieu ve 
phu hieu kinh doanh van tai; Du lieu vd nhiem vu khoa hoc va cong nghe; Du 
lieu quan ly giao due; Du lieu nhan su giao due; Du lieu thong ke chat luong 
giao due tieu hoc; Du lieu Pho cap giao due - Xda mu chu; Du lieu can bo, cong 
chuc, vien chuc; Du lieu quan ly ngan sach, trao ddi thong tin nganh; Quan ly 
cac ung dung chuyen nganh, TABMIS... 

- Cac CO sd du lieu hien nay dang dugc quan ly tap trung tai Trung tam 
tich hgp CO sd du lieu (Trung tam Cong nghe thong tin va Truyen thong) gom 
cd: Cong thong tin dien tu cua tinh va 18 cong/trang thong tin cua cac sd, nganh, 
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cac huyen; he thong Thu dien tu cong vu; Cong thong tin hanh chinh cong cua 
tinh. He thong mot ciia dien t i i ciia tinh va cac huyen; Cong dich vu cong true 
tuyen tinh Son La. 

2. Cong/trang thong tin dien tu* 
Hien nay cd 31 cong thong tin dien t i i ciia cac co quan nha nude, trong 

dd: 18 cong/trang thong tin dien tii dugc cai dat tai he thong may chii ciia Trung 
tam Cong nghe thong tin va Truyen thong; 04 cong/trang thong tin dien tii dugc 
cai dat true tiep tai may chii ciia co quan; 09 cong/trang thong tin dien t i i dang 
dugc cai dat tai cac may chii thue ciia cac trung tam du lieu tai Thanh pho Ha 
Ngi va Ho Chi Minh. 



I I . Muc di'ch, yeu cau 

1. Muc dich: Trien khai he thong an ninh mang de quan ly, giam sat tap 
trung toan bp he thong mang noi bo, mang so lieu chuyen dung cua cac co quan 
nha nude, cac he thong thong tin, cac co sd du lieu dung chung, cac co sd du 
lieu chuyen nganh,... tai Trung tam tich hgp co sd du lieu tinh. 

2. Yeu cau 

- Dam bao dung nguyen tac quy dinh cua phap luat hien hanh ve thue dich 
vu cong nghe thong tin va cac quy dinh lien quan ddi vdi cac co quan nha nude. 

- Viec thue cac djch vu cong nghe thong tin phai dam bao dong bg, ke 
thua, ket noi va khai thac dupe cac ha tang ky thuat hien cd; bao dam tinh tuong 
thich, khdng xung dot, kip thai khac phuc bao dam an toan khi cd su cd; he 
thdng ha tang ky thuat, thiet hi dupe thue mdi 100%, bao dam hien dai, ddng bp, 
cd kha nang md rdng, nang cap va phu hgp vdi su phat trien cua cdng nghe 
trong tuong lai. 

- Cac CO quan, don vi lien quan cd trach nhiem chi dao td chuc trien khai 
thue hien ke hoach dam bao tien dd, su dung cac dich vu dat hieu suat cao nhat. 

I I I . Muc tieu 

1. Giam sat toan bd cac boat ddng truy cap, khai thac, su dung cac he 
thdng thdng tin va ca sd du lieu cua ngudi su dung tren he thdng mang chuyen 
dung cua tinh. 

2. Phdng, chdng truy cap chiem quyen kiem soat he thdng, danh cap va 
thay ddi cac ndi dung thdng tin quan trgng. 

3. Toan bd cac he thdng thdng tin quan trgng ciia tinh dupe giam sat dam 
bao an toan thdng tin (Cong thong tin dien tu cua tinh; Cac cong/trang thdng tin 
ciia cac sa, nganh, cac huyen, thanh pho; he thong Thu dien tie; Cong thong tin 
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hanh chinh cong, he thong mot cua dien tie; he thong dich vu cong true tuyen; 
cac he thongphdn mem chuyen nganh cua cdc sa, nganh). 

IV. Djch vu cong nghe thdng tin thue: He thdng an ninh mang. 

V. C a quan chu tri thue dich vu: Uy ban nhan dan tinh San La. 

VI. Phuang an trien khai thue djch vu: Uy ban nhan dan tinh giao Sd 
Thdng tin va Truyen thdng trien khai thue hien cac quy trinh lua chpn nha cung 

F F ' ' 

cap dich vu va chi tra He thdng an ninh mang. 

VII . Quy md, dja diem, chat luang djch vu, thdi gian thue djch vu 

1. Quy md 
- Xay dung he thdng thiet hi dam bao an toan thdng tin: Cac May chii 

Tudng lua (Firewall); Thiet hi can bang tai; Thiet hi bao mat mail. 
- Trien khai cac dich vu dd quet, gd bd ma ddc cho he thdng, dich vu bao 

ve an toan thdng tin cho Cdng thdng tin dien t i i va cac website. 
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- Trien khai cac giai phap bao ve cho he thong quan ly giam sat an toan 
thong tin tren may chu, giai phap phat hien t in cong APT o muc mang, giai 
phap quan ly bao mat tap trung SIEM. 

2. Dja diem trien khai: Tridn khai he thdng an ninh mang tai Trung tam 
tich hop CO sd du lieu cua tinh. 

3. Chat lirang djch vu 
- He thdng an ninh mang phai trien khai ddng bd, cac thiet hi phan cung 

mdi 100%, phdn mdm hien dai, cd kha nang md rdng va phu hop vdi su phat 
trien cua cdng nghe trong tuong lai; bao dam khac phuc kip thdi toan bd he 
thdng khi cd su co; bao dam kd thua, tucmg thich, ket ndi an toan va tranh xung 
dot vdi ha tang hien cd; bao dam khi trien khai he thdng an ninh mang cac he 
thdng khac vdn hoat ddng binh thudng. 

- He thdng phai day du cac dich vu, giai phap bao ve nhu: he thdng tudng 
lua, bao mat thu dien tu, quan ly giam sat an toan thdng tin tren may chu, phat 
hien tin cdng APT d muc mang, quan ly bao mat tap trung SIEM, dich vu dd 
quet, gd bd ma ddc cho he thdng, bao ve an toan thdng tin. 

- He thdng an ninh mang phai quan ly, giam sat tap trung toan bd he thdng 
mang ndi bd, mang sd lieu chuyen dung cua cac ca quan nha nude, cac he thdng 
thdng tin, cac ca sd du lieu dung chung, cac ca sd du lieu chuyen nganh (Cong 
thong tin dien tie cua tinh; Cdc cong/trang thong tin cua cdc sa, nganh, cdc 
huyen, thanh pho; he thong Thu dien tie; Cong thong tin hanh chinh cdng, he 
thdng mot ciea dien tie; he thdng dich vu cdng true tuyen; cdc he thdng phdn 
mem chuyen nganh cua cdc sa, nganh) dat tai Trung tam tich hgp du lieu ciia 
tinh San La. 

- He thdng phai dam bao an toan, bao mat va tinh rieng tu thdng tin, du 
lieu ciia cac ca quan, tuan thii quy dinh ciia phap luat ve an toan, an ninh thdng 
tin va quy dinh ciia phap luat ve bao ve bi mat nha nude. 

- Dan vi cung cap dich vu phai cd phuang an trien khai phai dam bao hgp 
ly, hieu qua khdng gay anh hudng den viec hoat ddng thudng xuyen ciia cac dau 
mdi trien khai. 

- Dam bao he thong hoat ddng 24/7 va khac phuc cac su cd (neu cd) cham 
nhat sau 30 phiit. 

- Nha cung cap dich vu cd trach nhiem chuyen giao day dii thdng tin, du 
lieu va cac cdng cu cdn thiet khi ket thiic hgp ddng de bao dam ca quan nha 
nude van cd the khai thac sii dung djch vu dugc lien tuc ke ca khi thay ddi nha 
cung cap dich vu. 

- Cd trach nhiem dao tao, hudng dan su dung, chuyen giao cdng nghe cho 
A 

ddi ngu chuyen trach ve an toan thdng tin ciia tinh, tung budc nang cao trinh dd 
nang luc, t i ln tdi lam chii ky thuat, cd the van hanh he thdng dam bao toan bd he 
thdng thdng tin ciia tinh hoat ddng dn dinh thdng sudt. 
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4. Thoi gian thue dich vu: 03 nam. 

VIII . Phan chia cac goi thau: Theo Phu luc I chi t i i t kem theo. 

IX. Du* toan 

1. Tong du- toan thue dich vu 

Tong khai toan thue dich vu CNTT He thong an ninh mang: 9,102 ty dong 

Trong do: 

- Chi phi thue dich vu/01 nam: 03 ty dong/nam (250 trieu ddng/thdng). 

- Chi phi lap du toan, quan ly, dau thau, giam sat: 102 trieu dong. 

(chi tiet tai Phu luc II kem theo) 

2. Nguon von: Nguon von ngan sach tinh. 

3. Lo trinh thue hien 

a) Nam 2018 
- Lap du toan, thue hien tham dinh gia lam co sd xac dinh gia tran ciia tai 

san lam co sd tham khao phuc vu cong tac thue cac dich vu cong nghe thdng tin 
theo quy dinh hien hanh. 

A r 

- Can cu du toan dugc giao, Sd Thdng tin va Truyen thdng xay dung ke 
hoach lua chgn nha thau, trinh Sd Tai chinh tham dinh, trinh cap cd tham quyen 
phe duyet ke hoach lua chgn nha thau. 

- Thue hien goi thau tu van lap hd so mdi thau, tham dinh hd so mdi thau, 
A ' A 'I ' r ' A A 

danh gia hd so du thau va tham dinh ket qua lua chgn nha thau; ddng thdi thue 
A * r • - • • y 

hien goi thau tu van giam sat. 
b) Giai doan 2018-2020: Thue hien thue dich vu cdng nghe thdng tin: he 

thdng an ninh mang tinh Son La. 

4. Phuang an bd tri nguon kinh phi de thue dich vu cua doanh nghiep 
hang nam 

Hang nam, UBND tinh giao kinh phi tap trung cho Sd Thdng tin va 
Truyen thdng de chi tra thue dich vu: 03 ty ddng/nam. 

r A 

Thdi gian bat dau chi tra: Nam 2018. 

X. Td chuc thue hien 

1. Sd Thdng tin va Truyen thdng 
- Chu tri, phdi hgp vdi cac sd, nganh co quan lien quan trien khai thue 

hien hieu qua va dam bao tien dd ke hoach. 
- Trien khai cac quy trinh lua chgn nha thau cung cdp dich vu cdng nghe 

thdng tin ddi vdi he thdng an ninh mang theo cac qui dinh cua nha nude; ky hgp 
ddng va thue hien chi tra viec thue dich vu cdng nghe thdng tin. 
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- Don doc, kiem tra, giam sat, danh gia tinh hinh, tien do tien do cung cap 
dich vu ciia nha thau; tong hgp, bao cao va de xuat UBND tinh chi dao trien 
khai dam bao tien do. 

- Giam sat toan bg viec van hanh, khai thac, su dung he thong an ninh 
mang tinh Sou La. 

2. Sd Tai chinh 
r 9 A A 

- Can doi phan bo nguon kinh phi cho Sd Thong tin va Truyen thong, cac 
•> F F 

dou vi de thue hien ke hoach thue dich vu cong nghe thong tin he thdng an ninh 
mang. 

t F A A ^ 

- Tham dinh ke hoach lua chgn nha thau cac goi thau thue dich vu cdng 
nghe thdng tin ciia tinh neu tren, trinh Chii tich Uy ban nhan dan tinh xem xet, 
phe duyet theo quy dinh. 

- Hudng dan, kiem tra thue hien cac quy dinh cap phat, thanh quyet toan 
va quan ly tai chinh trong viec td chiic thue hien ke hoach nay. 

3. Van phong Tinh uy, Van phdng HDND tinh, cac sd, ban, nganh, 
UBND cac huyen, thanh pho 

9 A -y F F A 

Chuan hi cac dieu kien can thiet, phdi hgp vdi Sd Thdng tin va Truyen 
thdng chuyen cac cdng/trang thdng tin dien tii , cac he thdng may chii, co sd du 
lieu ve quan ly tap trung tai Trung tam tich hgp du lieu de thue hien giam sat an 
ninh mang./.y(i/ 

K T . C H U T I C H 
: H U T I C H 

Pham Van Thuy 
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Phu luc I 
;6l THAU DICH VU CONG NGHE THONG TIN 
vitdinhsS: MO/QD-UBND ngay M 8/01/2018 
Chu tich Uy ban nhdn ddn tinh Scm La) 

stt Ten goi than Hinh thue lua 
chon nha than 

• 

Thdi gian 
thue hien 

• • 
A 

hgp ddng 

Goi thau thue dich vu cong nghe thong tin 

1 Thue He thdng an ninh mang 
F A 

Dau thau rdng 
rai trong nude 

03 nam 

A r 

Goi than dich vu tu* van 

1 Tu van tham dinh gia 
A 

Chi dinh thau 

Theo quy 
dinh 

A^ 

2 Tu van giam sat Chi dinh thau 

Theo quy 
dinh 

A^ 

3 
A A 

Lap hd sa mdi thau Chi dinh thau 
Theo quy 

dinh 

A^ 

4 
7 A A 

Tham djnh hd sa mdi thau Chi dinh thau 

Theo quy 
dinh 

A^ 

5 
A A 

Danh gia hd sa du thau 
A 

Chi dinh thau 

Theo quy 
dinh 

A^ 
6 Tham dinh ket qua lua chon nha thau Chi dinh thau 

Theo quy 
dinh 

A^ 
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Phu luc II 
TOAN THUE DICH VU CONG NGHE THONG TIN: H E THONG AN NINH MANG 

(kem theo Quyet dinh s6: MO /QD-UBNDngdy 22/01/2018 
ciia Chii tich Uy ban nhdn ddn tinh Scm La) 

Dcm vitinh: l.OOOd 

STT Hang muc 
Dan gia khai toan Lg trinh thue hien 

Tong cong STT Hang muc 
01thang 01 nam Nam 2018 Nam 2019 Nam 2020 

Tong cong 

1 
Cni phi thue dich vu He thong an 
ninh mang 250.000 3.000.000 3.000.000 3.000.000 3.000.000 

2 Thue tu van tham dinh gia 15.000 

3 Thue tu van giam sat 60.000 

4 Chi phi lap ho so mdi thau 
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9.000 

5 Chi phi tham dinh ho so mdi thau 4.500 

6 Chi phi danh gia hd so du thau 9.000 

7 Chi phi tham dinh ket qua lua chon 
nha thau 4.500 

Tong cong: . ^ 3.102.000 3.000.000 3.000.000 9.102.000 




